Blockchain and
Child Protection
Opportunities and
Dangers
Briefing Report
September 2017

0

Justice Studio: Briefing report

Blockchain and Child Protection: Opportunities and
Dangers
September 2017

1. Introduction
The opportunities that blockchain technology provides are being explored in many sectors,
particularly the finance setting. However, little investigation has been made into the
opportunities it presents for child protection.
Justice Studio sought to fill this gap by investigating the opportunities and dangers of
blockchain and child protection, bringing together blockchain expertise with child protection
experts from high profile international and UK based organisations. With this group we
investigated the capabilities of blockchain technology and cases of child protection that
presented a concern or opportunity in relation to it. Finally, we established some next
steps. This report sets out the information presented and the ideas that emerged.

2. Blockchain technology
Blockchain originally emerged as a technology to facilitate transactions of the
cryptocurrency Bitcoin in 2009, often on the dark web between users that wished to remain
anonymous, yet in a way that facilitated trust and security.

2.1 The Dark Web
There are three levels to the internet: the surface web, the deep web and the dark web.
The surface web is that which is most widely used, searchable using browsers such as
Google. It comprises roughly 10% of the Internet. The deep web requires special access
and is generally comprised of academic information and government records. The dark
web is only accessible using special browsers such as The Onion Router (Tor) or links
posted on the surface web. It comprises mostly of criminal activity such as drugs, fraud,
counterfeit and black-market sites as well as pornography and abuse, including of children.
The term dark web was coined in the 1970s to designate networks that were isolated from
the ARPANET, which later evolved into the Internet. It began to gain pace with the Freenet
network starting in 2000, later evolving into the 12P peer-to-peer network. In 2002, the US
Naval Research Lab developed the Tor network, and in 2006 it became a non-profit
organisation.
The Tor network directs internet traffic through a free, worldwide, volunteer network
consisting of more than six thousand relays that conceal a user’s location and usage from
anyone conducting network surveillance or traffic analysis. Tor will pick a random path to
the destination server. In 2013 Tor usership reached 4 million users.1
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2.2 Blockchain technology
In 2009 the Bitcoin digital currency was developed. Blockchain was the distributed ledger
that made conducting anonymous, encrypted transactions with Bitcoin possible.
Blockchain technology works on the principle of distribution. With conventional centralised
systems, nodes (the computers) all lead to a centralised point. However, with blockchain,
the nodes are all decentralised, meaning if one node fails then it does not affect the integrity
of the data or the functioning of the network. A decentralised system therefore offers more
security against network failure.
When a digital transaction is carried out, it is grouped together in a ‘block’ and then
broadcast to the entire network. The block of transactions is timestamped and added to a
chain in a linear, chronological order. New blocks of validated transactions are linked to
older blocks, making a history of that blockchain. The entire chain is continually updated.
Blockchains use cryptography and digital signatures to make them secure. In order to
make a transaction, one has to have a wallet with a public and a private key allowing 2factor authentication. Each node, or user, on a blockchain has a unique 30-plus-character
alphanumeric address that identifies it. Users can choose to remain anonymous or provide
proof of their identity to others using public and private key cryptography. Transactions
occur between anonymous wallet addresses and the cryptography converts data into a
format that is unreadable for an unauthorised user.
Every transaction and its associated numerical value is visible to anyone with access to
the system and therefore every member has the ability to prove the veracity of every
transaction. This removes the need for the involvement of a trusted third party for
verification/authentication of data. Furthermore, it is virtually impossible to add bogus
transactions to a block because discrepancies are picked up by the other nodes and
rejected. Miners (members in the network with high levels of computing power) validate
the transactions. In some networks they do this as a competition for financial reward e.g.
in the Bitcoin blockchain, miners would receive Bitcoins for successfully verified blocks.
This competitive system allows for constant security monitoring. Increasingly, the task of
a miner is carried out by powerful mining rigs and ‘pools’ of miners.

3. The implications for Child Protection
How can we better protect children utilising blockchain technology? What are the potential
opportunities and the dangers?

3.1 National database of Children
Victoria Climbié died on 25th February 2000 from horrific abuse that went unaddressed by
England’s public services. In 2000 Lord Laming conducted an inquiry into Victoria’s death
and highlighted the severe mismanagement by the public services that were supposed to
have protected her. Criticism was aimed at social, health and police services. It was clear
that part of what contributed to Victoria’s death was the failure to record, and also to share
important information relating to Victoria’s condition and the abuse she was suffering.2
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As a result, Lord Laming suggested that there needed to be better recording and
communication between and by professionals for children. He suggested that ‘there is
much to be said in favour of a database covering all children… The benefit of such a
database would be that every new contact with a child by a member of staff from any of
the key services would initiate an entry that would build up a picture of the child’s health,
developmental and educational needs.’3 As a result, the government created the Children's
Index in 2004 via the Children’s Act of the same year. It was alternatively known as
Information Sharing Index (or IS Index or ISI) and eventually became ContactPoint. The
database unfortunately cost £224m to set up and £41m a year to run. It faced massive
criticism from organisations in terms of the cost and the lack of privacy and security. On
6th August 2010, the Coalition government scrapped ContactPoint. Nevertheless, the need
for good information sharing remains. Is this an opportunity for blockchain?

3.2 Child Sexual Abuse Images
Child sexual abuse has existed for centuries. However, technology has allowed
opportunities to produce, distribute and view child pornography to increase exponentially.
Apart from being the victims of sexual abuse, the technology creates an additional abuse
as children become the victims of the distribution, possession or viewing of child
pornography in which they themselves appear, for as long as it is available online.4 Child
sexual abuse is one aspect of sexual violence against children, both offline and online.
The production, acquisition and viewing of child abuse material via the internet constitutes
online sexual violence, whilst the actual abuse constitutes a form of offline sexual violence
against children.5
In 2016, the majority of child sexual abuse webpages were hosted in Europe (60%) and
North America (37%) with the Netherlands being the country that hosted the most in the
world.6 It also appears that child sexual abuse imagery is increasing. Since 2014, the
Internet Watch Foundation (IWF) have seen the number of active “brands” selling child
sexual abuse imagery rise from 664 in 2015 to 766 in 2016.7 They are also actively
monitoring the use of Bitcoin for the buying of child sexual abuse.8
National and cross-border police have worked together and achieved successes in tackling
on-line child sexual abuse sites. There have been a number of exposés of child
pornography sites. For example, in Germany the “Elysium” platform, with 87,000 members,
was taken down in July 2017. It was originally built as a forum in 2016, only accessible via
the dark web and used to exchange child abuse material as well as to make appointments
for the sexual abuse of children. It encompassed chat groups in German, French, Spanish
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and Italian.9 In addition, the US FBI working together with Europol took down the site “the
Playpen” which had 150,000 members in May 2017. It was considered one of the largest
child abuse networks on the dark web. As a result of this ‘Operation Pacifer’, the US and
European police arrested 870 suspected paedophiles and identified nearly 300 victims.10
Tragically, blockchain is not immune as a host for child sexual abuse. It has been
established that malware can be stored on the blockchain, which can also provide access
or links to child abuse images.11 This is something that is carried out on the surface web
as well,12 however with blockchain the implications are larger because the forum is
indelible. This is a danger that blockchain can pose to child protection.
The international community has been working together to construct international
instruments criminalising child pornography and emphasising international cooperation to
combat child sexual abuse on-line. In 1999, the International Conference on Combating
Child Pornography on the Internet took place in Vienna, calling for the worldwide
criminalisation of child pornography and stressing the importance of closer cooperation
and partnership between governments and the Internet industry. The 1999 International
Labour Organisations Convention Concerning the Prohibition and Immediate Action for the
Elimination of the Worst Forms of Child Labour called for the criminalisation of child
pornography. In 2001, the Council of Europe created the Convention on Cybercrime, in
which Article 9 sets out the offences related to child pornography online.13 Furthermore, in
2007 the Council of Europe agreed the Lanzarote Convention in response to ‘the increased
use by both children and perpetrators of information and communication technologies
(ICTs)’ and advocated the need for international co-operation. The purposes of the
Convention are to prevent and combat sexual exploitation and sexual abuse of children,
protect the rights of victims and promote international co-operation on the matter.14 The
United Nations has also taken steps towards the matter. In 2000, the Optional Protocol on
the Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography was ‘concerned about the growing availability of child pornography on
the internet and other evolving technologies’ and prohibited all activities relating to child
pornography including possession.15 More recently, the UN Human Rights Council adopted
a resolution urging States ‘to ensure the legal protection of children from sexual abuse and
exploitation online’ and develop a comprehensive, safe, inclusive and empowering
approach to children’s online protection.16
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3.3

Further opportunities and dangers of blockchain

During the roundtable meeting on Monday 14th August 2017 experts from the Department
for International Development (DfID), World Vision, Plan International UK, Barnardo’s, the
NSPCC, Terre des hommes, and the Children’s Commissioner collectively brainstormed
what blockchain could mean for child protection. The group identified a number of
opportunities and dangers.
The dangers for child protection presented by the emerging technology were identified as:
•
•
•
•
•

Inaction, due to a lack of awareness, on behalf of the international community
Cryptocurrencies fuelling child abuse markets
Child protection and government agencies struggling to keep up with pace of
technological change against a backdrop of very low public awareness
Data embedded on the blockchain, hidden within blocks through practices known
as “masking” and “breadcrumbing”
A current lack of tools to stop people creating false identities on the blockchain and
untraceable transactions/financing.

Nevertheless, the group identified that there were many opportunities for child protection
gains coupled with an awareness of this new technology:
•
•
•
•

Blockchain technology presents a concrete opportunity to secure identity and data
sharing protocols between agencies
Cryptocurrencies (such as an “AidCoin”17) can be used as a safe, secure and
incorruptible way to support development and address emergencies
Blockchain technology can help ensure that data sharing around children and
young people is secure, tamper-proof and properly evidenced
New blockchain-based technologies can be developed to ensure proper verification
of entities and individuals to stop exploitation. This is made possible by blockchain’s
multi-signatory functionality.

A number of policy and awareness raising opportunities were also identified by the group:
•
•
•
•
•
•

Ensuring that the UN Convention on the Rights of the Child is up-to-date regarding
technology and the implications for child protection
Ensuring the ‘We Protect’ global alliance offers an opportunity to further this agenda
Undertaking further research and gathering an evidence base for the link between
child sexual abuse and blockchain technology to motivate action
Engaging, influencing and challenging the technology community at key summits
to fund child protection on a global level
Working with NGOs and governments to ensure regulation and policing of the dark
web as well as child sexual abuse practices online
Setting up such regulation as early as possible in countries where internet access
is not yet easily available/affordable
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The group identified that whilst it is important to capitalise on new opportunities linked to
blockchain technology, it is equally important to learn from gains that the child protection
sector has made outside of technology and to remember that it is the people and customs
behind the technology that also need to be influenced. For example, learning from
successes in persuading the tourism and hospitality industries to work with other agencies
to tackle sexual exploitation will be key. Furthermore, challenging social norms is crucial.
Challenging society so that it is unacceptable to sexually exploit children in any context will
remain an important force for influencing the proliferation of the practice via technology.
Thus, there remains a crucial opportunity to engage with the cryptocurrency community,
and influence social norms in a positive direction from the beginning.

4. Next steps
The approach towards improving child protection within the context of emerging blockchain
technology is inextricably linked to the overall approach towards tackling violence against
children, and must form part of this.
Each organisation present at the roundtable committed to the following:
•
•
•
•
•
•
•

Barnardo’s will advance the issue of blockchain and child protection as part of
a wider question on how technologies can help support children in the UK.
The Children’s Commissioner is pushing for a new UNCRC general comment
and advocating for children’s rights online.
Plan International UK are integrating the opportunities and threats in child
protection back to their overall strategy.
World Vision are in the process of considering a blockchain based “Charity
Coin”, which would be a child safe funding platform.
Terre des hommes are integrating the opportunities for blockchain into the
overall Tdh agenda.
DFID are open to experimenting with blockchain with sponsorship,
collaboration or research with other organisations.
NSPCC will raise the learning from this group with the relevant Home Office
lead with a view to bringing it to the attention of the WeProtect global alliance.

Justice Studio is in a unique position to facilitate the transfer of new information between
the various groups present. With access to high level technology and child protection
expertise, Justice Studio will be able to catalyse new directions of work with the urgency
that is required by the emerging picture.
Justice Studio
September 2017
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